N

FE @B |NSURANCE
Vlrr| INFORMATION
INSTITUTE

Understanding and Preparing
for Disasters Caused by
Terrorist Acts

American Bar Association Meeting
Chicago, IL
August 3, 2012

Robert P. Hartwig, Ph.D., CPCU, President & Economist
Insurance Information Institute ¢ 110 William Street ¢ New York, NY 10038
Tel: 212.346.5520 ¢ Cell: 917.453.1885 ¢ bobh@iii.org ¢ www.iii.org




FE @B |NSURANCE
Vlrr| INFORMATION
INSTITUTE

Terrorism Loss Summary

September 11 Remains the Most
Costly and Deadly Event in History,
But Terrorism Remains a Global
Threat



Loss Distribution by Type of Insurance ...
from Sept. 11 Terrorist Attack ($ 2010) LB

($ Billions)
Property -
WTC 1 & 2*

$4.4 (11%)

Life
Other $1.2 (3%)
Liability
$4.9 (12%)

Property -
Other
$7.4 (19%)

Aviation
Liability
$4.3 (11%) Biz
Event / Interruption
Cancellation Workers $13.5 (33%)

$1.2 (3%) Aviation Hull Comp
$0.6 (2%) $2.2 (6%)

Total Insured Losses Estimate: $40.0B

*Loss total does not include March 2010 New York City settlement of up to $657.5 million to compensate
approximately 10,000 Ground Zero workers or any subsequent settlements.

Source: Insurance Information Institute.



Top 20 Terrorist Attacks by Insured Loss
(Millions of 2010 Dollars)

Insured
Date Country Location property
loss (1)

New York, Washington DC, Hijacked airliners crash into World
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Fatalities

9/11 remains,
by far, the

1  September 11, 2001 | United States Pennsylvania Trade Center and Pentagon $23.140 2,982 mo St
Bomb explodes near MatWest .
2 |April 24, 1993 United Kingdom  |London tower in the financial district $1,117 1 ex p ensive
Irish Republican Army (IRA) car 1
bomb explodes near shopping te rrori St
3 | June 15, 1996 United Kingdom  Manchester mall 3917 0 a‘[tac k N
4 April 10, 1992 United Kingdom |London Bomb explodes in financial disfrict 3826 3 g I 0 b al h | StO ry
Bomb explodes in garage of World 80
5 | February 26, 1993 | United States | New York Trade Center §770 6 at $23 .1 billion
Rebels destroy 3 airliners, 8 military (20 10 $) in
aircraft and heavily damage 3
6 |July 24, 2001 Sri Lanka Colombo civilian aircraft 491 20 p roperty and
IRA bomb explodes in South Key 1
7 February 9, 1996 United Kingdom  London Docklands $319 2 . b usin eS S
Bomb explodes on board of an Air Interru ptlon
8/June 23, 1985 Morth Atlantic Irish Sea India Boeing 747 31949 3249 I
osses. WC
Truck bemb crashes into . . e
o | April 19, 1995 United States OK, Oklahoma City government building $179 166 liabil Ity, life
Zerqa, Dawson's Field Hijacked Swissair DC-8, TWA i
(disused RAF airstrip in Boeing 707, BOAC VC-10 Insurance an d
10|September 12, 1970 |Jordan desert) dynamited on ground $157 0 other losses
Hijacked PanAm B-T47 dynamited H
11  September 6, 1970 | Egypt Cairo on ground $136 0 brlng the tOtaI
12 |April 11, 1992 United Kingdom  |London Bomb explodes in financial district 5118 0 to $40 billion
13 November 26, 2008 India Mumbai Attack on two hotels; Jewish center 3104 172
Bomb attack on a newly built, still
14 March 27, 1993 Germany Weitersiadt unoccupied prison 387 0
Bomb explodes in car garage at
15 December 30, 2006 Spain Madnd Barajas Airport 71 2
Bomb explodes on board of a
16 |December 21, 1988 | United Kingdom  |Lockerbie PanAm Boeing 747 370 270
17 [July 25, 1983 Sri Lanka Riot $58 0 e o
Four bombs explode during rush Slgnlflcant attaCk
18 [July 7, 2005 United Kingdom  |London hour in a tube and bus 358 52 | n ter m S Of
Hijacked Ethiopian Airflines Boging .
19 November 23, 1996 | Comoros Indian Ocean 767-260 ditched at sea $56 127 insured losses
Bomb attack on Israel's embassy in
20 March 17, 1992 Argentina Buenos Aires Buenos Aires 347 24

(1) Includes property, bodily injury and aviation hull losses.

Sources: Swiss Re; Adjustment to 2010 dollars by the Insurance Information Institutes using BLS CPI data.
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Terrorist Risk Index, 2011 e
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Sources: Maplecroft Terrorism Risk Index; Guy Carpenter; Insurance Information Institute. 5




Global Terrorist Attat" Deaths, .
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The number of
25,000 terrorist attacks
globally fell by 11.7%
in 2011 while the
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Sources: National Counterterrorism Center, 2011 Report on Terrorism; Guy Carpenter; Insurance Information Institute.
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Terrorism Threat Scenarios

Modeled Terrorism Losses Show
How Costly Attacks Could
Potentially Be Under a Wide Variety
of Scenarios
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Models of Property and WC losses
(Insured and Uninsured)*

Losses ($ billions)

Attack Scenario WC | Property | Total Simulated

Range
Conventional
10-Ton Truck Bomb | $11 | $11 $22 $7-$66
1-Ton Truck Bomb 2 5 ! 2-21
NBCR

5-kiloton Nuclear 320 310 630 210-1,900

Bomb

Outdoor Anthrax 160 240 400 130-1,200

Radiological Attack 0.5 62 63 20-190

Indoor Sarin Attack 5 1 6 2-18

Based on RSk Management SoTions (RNS) models

Source: RAND, Trade-Offs Among Alternative Government Interventions in the Market for Terrorism Insurance



Insured Loss Estimates:
Large NBCR Attack ($ Billions)
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Type of New  Washington San

Coverage York Francisco

Group Life $82.0 $22.5 $21.5 $3.4
General Liability 14.4 2.9 3.2 0.4
Workers Comp 483.7 126.7 87.5 31.4
Residential Prop.| 38.7 12.7 22.6 2.6
Commercial 158.3 31.5 35.5 4.1
Prop.

Auto 1.0 0.6 0.8 0.4
Total $778.1 $196.8 $171.2 $42.3

Source: American Academy of Actuaries, Response to President’s Working Group, Appendix II, April 26, 2006



Estimated Workers Comp Insured LOSSes rzxsmsumnce
& Deaths for Terrorist Events
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173,000
$100 - $91.0
$90 —+

o $80
= $70 +
m
=~ $60 —+
»w $50 —+
b 1
o $40 + S0
S $30 4 1,000
S $20
$10 + $0.9 $1.1
$0 : |
Willis El Paso 9/11 Attack Rockefeller Nuclear New York
(Sears) Energy Ctr. Truck Power City
Tower Truck Bomb Plant Anthrax
Airplane Bomb Sabotage Release
Attack

Source: Egecat, NCCI.
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Nature of Likely Insured

Losses

Definition of Terrorist Attack Will
Need to Evolve With Technology

We Are Now In the Age of
Cyber Terror
et



“Traditional” Losses Arising from Terror ...,
Attack Scenarios

Risk concern

Property -Cost to repair, rebuild, replace
Casualty ‘Death/injury of workers
‘Death/injury customers & other 31
parties
Liability -Claims of negligence (direct & 3" party)
Business ‘Loss of income/extra expense may
Interruption exceed insurance and company
P resources

Source: Insurance Information Institute
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“Less Traditional” Losses Arising from
Terror Attack Scenarios

Contingent ‘Upstream damage/dislocations interfere
Business with ability to operate

Interruption

D&O -Shareholders could allege management/

directors did not take prudent steps to
prevent attack or manage its effects

L atent Claims of disability/disease/death well
SNIEIT after the event (e.g., first responders post

Liability 9/11)

Political *Global political landscape and economic

Risk opportunities could shift

‘US government policy influences risk

Source: Insurance Information Institute




“Non-Traditional” Losses Arising from
Terror Attack Scenarios

Cyber Risk *Infiltration, disruption or disruption

-Could involve your IT, or
up/downstream

Investment Risk |°Terrorist attack will likely negatively
Influence investment opportunities,
possibly for extended period
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Reputational ‘Loss of income/extra expense may

Risk exceed insurance and company
resources

Regulatory Risk |[°Responses could impact
performance

Economic Risk -State of the economy pre/post-attack
Influences performance

Source: Insurance Information Institute



Cyber Risk Threat Spectrum:
Terrorism IS a Concern
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Threat Resources Methods Objectives Examples CO”f‘ bi nbati on
. ) of cyber
IIT=IE High Highly targeted Strategic @ attack with
sleeper insiders sabotage inside access
SR High Targeted, manual IP theft Aurora, Ghostnet
persistent threat remote control
Persistent threat Medium Targeted, manual IP theft, E\llght Dragn}r}
remote control defacement Anonymous
Disgruntled insider Targeted: social
with access to ICS Low engineering Sabotage Maroochy Dedicated afford
: : : to do harm
Insider with access Targeted: social
to IT network Low engineering Sabotage IT examples
Organized crime Medium SLLLTI LI Identity theft Zeus, Conflicker
automated

W Stuxnet: Autonomous Attack Sabotaging Iranian Uranium Enrichment Facilities
¢ Likely created by US and Israeli intelligence services
+ Based on deep insider intelligence, planted deep inside perimeter using USB sticks

W Advanced Persistent Threats (APT) = Manual Control
¢+ Human-powered, but demonstrated ability to penetrate almost any defense

Sources: Waterfall Security Solutions. 15
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History and Summary of the

Federal Terrorism RiIsk

Insurance Program

TRIA and Its Successors Are a

Runaway Success
Programs Have Cost the Government
Effectively Nothing, But With Tangible

Economic Benefits



Key Provisions: Terrorism RiISK INSUrance == s

INFORMATION

Program Reauthorization Act (TRIPRA) =

B TRIPRA Trigger (Note: Program Expires Dec. 31, 2014)

+ An event must cause at least $100 million in aggregate property and casualty insurance losses
m Certification

¢+ Must be certified by Treasury Secretary

+ Definition of a certified terrorist act was expanded under TRIPRA to include both domestic and
foreign acts of terrorism

¥ Individual Insurer Retention

+ Insurers are responsible for a deductible equal to 20% of Direct Earned P/C premiums
® Co-Payments

+ Insurers must pay a co-pay equal to 15% of the loss above individual retention
¥ Industry Retention Level

¢+ Theindustry as a whole must retain $27.5B in combined retentions and co-pays before federal
assistance kicks in

® Program Cap

+ Program is capped at $100B/yr. for insured losses (federal & insurer combined)
® Make Available Requirement

+ Insurers must make coverage available to participate in program

¢+ Covers Commercial Lines Only, but also excludes the following commercial lines: Med Mal,
Crop, Commercial Auto, Burglary and Theft, Surety, Professional Liability (except D&O), Farm

Owners Multi-Peril 17




Insurance Industry Retention Under TRIA
and Its Successors ($ Billions)
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sIndividual company
retentions fixed at 20%

$35 for 2007-2014
sAbove the retention,
$30 federal government $27.5
pays 85% for 2007-2014 $25.0
$25
C
IS $20
@ $15
B
$10
$5
$O | |
Year 1 Year 2 Year 3 Year 4 Year 5+
(2003) (2004) (2005) (2006) (2007-2014)

Source: Insurance Information Institute
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Terrorism Coverage Take-Up Rate Rising ‘ffjazmir

Terrorism coverage take-
up rate for 2009 reached

at record 61% by 2009
(latest available)

61.0%
58.0% ©29.0% 59.0% 57 0%

48 0%
0

*Take up rates are highest in the
Midwest, Northeast

32.7%

23.5%

2003:11  2003:1I 2003:1V  2004:1 2004:11 2004:11 2004:1V 2005 2006 2007 2008 2009

Source: Marsh, Inc.: 2010 Marsh Terrorism Report at www.themarshreport.com/terrorism; Insurance Information Institute
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SURPLUS/CAPITAL/CAPACITY In

the P/C Insurance Market

Are Private P/C Insurers and
Reinsurers Able to Absorb Losses
from a Large Terrorist Attack?
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US Policyholder Surplus:

INSURANCE

1975—2012* TRz
($ Billions)
$600 Surplus as of 3/31/11 was a record $570.7B, 97%
$550 higher than the $289.6B as of 12/31/2001; However,
$500 only a fraction is associated with TRIPRA-backed lines
$450
$400
$350
$300
$250 “Surplus” is a measure of
$200 underwriting capacity. It is
$150 analogous to “Owners
$100 Equity” or “Net Worth” in
non-insurance
$50 organizations
$O I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I |

/5 77 79 81 83 85 87 89 91 93 95 97 99 01 03 05 07 09 11

While the Industry’s Capacity Has Expanded Since 2001, So Have Potential

Liabilities; Only a Fraction of Surplus is Available to Pay Terrorism Losses.
Most Backs Lines Excluded by TRIPRA.

* As of 3/31/12.
Source: A.M. Best, ISO, Insurance Information Institute.
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Impact of 9/11 on P/C

Insurance Markets:
Performance and Pricing

9/11 Was a Shock to US and
Global Insurance and
Reinsurance Markets



P/C Net Income After Taxes o wensscs
1991-2012:Q1 ($ Millions) .
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W 2005 ROE*= 9.6%
$80,000 1 w 2006 ROE = 12.7%
® 2007 ROE = 10.9%
$70,000 | m 2008 ROE = 0.1%
W 2009 ROE = 5.0%
$60,000 4 m 2010 ROE = 6.6%
W 2011 ROAS! = 3.5%
$50,000 4 ® 2012:Q1 ROAS!=7.2% S
OO o
8 N~
$40,000 A < & =
o 2 S v 5
Q o) :rr' » H WO
$30,000 1 o & T RN o0
™ o o 8 & é\';} 8 —
$20,000 13 o = —
B < — 8
0 & &H
$10,000 - 1 I
$O _‘Y!Y—Y—Y—V—Y—Y—Y—Y—Y—._Y—V—Y—V—Y—Y—Y—Y—V—Y—Vﬁ

-$10,000 - —$6,97O

91 92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 O7 08 09 10 1112:Q1

* ROE figures are GAAP; 'Return on avg. surplus. Excluding Mortgage & Financial Guaranty insurers yields a 8.2% ROAS for
2012:Q1, 4.6% ROAS for 2011, 7.6% for 2010 and 7.4% for 2009.

Sources: A.M. Best, ISO, Insurance Information Institute




ROE: Property/Casualty Insurance vs. rp
Fortune 500, 1987-2012:Q1* L
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(Percent)
. P/C Profitability Is Both by
20% Cyclicality and Ordinary Volatility Katrina
Rita, Wilma
15% -
10% -
5% A
Lowest CAT
Losses in
15 Years
0% -
Tornado
Losses
‘5% T T T T T T T T T T T T T T T T T T T T T T T T T 1

87 88 89 90 91 92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09 10 1112:Q1

* Excludes Mortgage & Financial Guarantee in 2008 — 2012. 2012 Fortune 500 figure is Ill estimate.
Sources: ISO, Fortune; Insurance Information Institute. 24




Profitability Peaks & Troughs in the P/C  reawue,
Insurance Industry, 1975 = 2012:Q1*

ROE History suggests next ROE
25% peak will be in 2016-2017

20% |

15%

10%

5%

0%

-5%

ata. Note: Data for 2008-2012 exclude
FG.

*Profitability = P/C insurer ROEs. 2011 figure is an estimate based on ROAS
mortgage and financial guaranty insurers. 2012:Q1 ROAS = 7.2% including M
Source: Insurance Information Institute; NAIC, 1ISO, A.M. Best.
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Change in Commercial Rate Renewals, v

by Account Size: 1999:04 to 2012:Q1
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Percentage Change (%)

40% -
9/11
30% -

20% -

10% -

Pricing Turned
Negative in Early
2004 and
Remained that
way for 7 % years

2005 Hurricanes

Financial Crisis

Pricing turned positive in
Q3:2011, the first increase in
nearly 8 years; Q1:2012

renewals were up 4.4%

KRW : No

Average rates increase

AR
Japan 4% in 1Q12

earthquake

S mall A

Source: Council of Insurance Agents and Brokers; Barclay’s Capital; Insurance Information Institute.
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Cumulative Qtrly. Commercial Rate Changes, == msumn
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by Account Size: 1999:Q4 to 2012:Q1 (L

1999:0Q4 = 100
jes 2005 Despite 3 consec;utive
LN, Hurmicanes guarters of gains

(Q1:2012 = 4.4%), pricing
today is where is was in

1557 early 2001 (pre-9/11)
Financial Crisis

145 -

9/ 11
135 -

\ Upward pricing pressure Earjtahpqtnake

Is small for large
125 1 accounts, 4.1% in

Q1:2012, vs. 4.2% for
small accounts and 4.9%

115 for medium accounts

105 -

|
it
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Source: Council of Insurance Agents and Brokers; Barclay’s Capital; Insurance Information Institute. 27




Global Property Catastrophe Rate on Line  wes wsumnce
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Index, 1990—2012 (as of Jan. 1) LLESL

Property-Cat reinsurance

pricing is up about 8% as
of 1/1/12—modest relative

100% - I Year Over Year % Change to the level CAT losses - 300
—o— Cumulative Rate on Line Index
O
0,
g 0% 250 5
g c
S 0% =
> 200 ©
S Y
5 40% %
S 150 S
T 20% g
> (9]
) 100 —
= 0% ©
2 S
8 X S S X 50 Iu\
> -20% & s 5 = = > S 3
| S = =
-40% - L 0

90 91 92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 O7 08 09 10 11 12

Sources: Guy Carpenter; Insurance Information Institute. o8
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